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Abstract— Applications in encryption and error-detecting
codes have brought finite-field multiplication to the forefront
of the academic literature. This arithmetic procedure is a
difficult, expensive, and time-consuming activity that may
need millions of gates for various cryptographic algorithms.
In this paper, we provide a case study for the Luov
cryptographic algorithm and suggest a hardware architecture
based on cyclic redundancy check (CRC) for use in PQC as
an error-detection system. The Luov project was entered into
the NIST PQC standardization competition, where it
progressed to the semifinals. The chosen CRC polynomials
have sufficient error detection capabilities and are
appropriate for the given field widths. To ensure the
correctness of the derived formulations, we have created
verification algorithms that may be used to run software
implementations of the suggested schemes. The suggested
error-detection techniques are verified to produce good error
coverage with appropriate overhead by performing hardware
implementations of the original multipliers on a Xilinx field-
programmable gate array (FPGA).

Index Terms— Synonyms: finite-field multiplication,
field-programmable gate array (FPGA), cyclic
redundancy check (CRC), and fault detection.

I. INTRODUCTION

1) Finite-field multiplication is a popular finite-
field operation used in many current,
sensitive  applications and  systems.
Multipliers for finite fields operate by
modulo, the irreducible polynomial that
characterizes the finite field. Post-quantum
cryptography (PQC) often requires finite-
field multipliers with millions of logic gates
due to the size of the inputs. As a result,
research  has concentrated on error
elimination and obtaining better reliability
with acceptable overhead [1]-[6] since it is a
challenging challenge to construct such
structures robust to natural and deliberate
defects. In addition, there is a body of work
dedicated to protecting against fault attacks
and ensuring PQC's dependability. Error-
detection techniques based on the number
theoretic transform (NTT) were used by

2)

3)
4)

5)

Sarker et al. [7] to identify both persistent and
fleeting problems. Fault detection for PQC
signatures based on stateless hashes was done
by Mozaffari-Kermani et al. [8]. To further
improve the robustness of these systems
against both natural and intentional faults,
error-detection hash trees for stateless hash-
based signatures are suggested in [9]. For the
Galois counter mode (GCM) architectures
with  various finite-field multipliers in
GF(2128), algorithm-oblivious
implementations are presented in [10] by
recomputing with swapped ciphertext and
extra authenticated blocks. In [11], we see a
number of defenses for the NTRU encryption
techniqgue that include error-detection
checksum codes and spatial/temporal
redundancy.

While we focus on the Luov cryptographic
algorithm [12], the error-detection techniques
we suggest may be used with any PQC
method that employs finite-field multipliers.
The Luov algorithm made it to the second
round of a standardization competition hosted
by the National Institute of Standards and
Technology (NIST) [13]. Our suggested
hardware constructions use cyclic redundancy
check (CRC) error-detection algorithms to
guarantee efficient use of resources while
providing comprehensive error checking. The
following is a synopsis of our contributions to
this summary.

1) New error-detection algorithms are
presented for the finite-field multipliers
GF(2m) for m > 1. These are employed in the
Luov cipher. CRC-5 is the foundation of
these error-detection frameworks. We also
investigate and compare the complexity of
primitive and standard generator polynomials
for CRC-5.

2) We develop novel forms of the Luov's
algorithm's error-detection systems and test
them through software implementations. We
point out that the spectrum of possible uses
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and degrees of security for this kind of
derivation is rather large. However, the
proposed techniques are not limited to these
examples.

6) 3. The suggested error-detection architectures
are integrated into the original finite-field
multipliers. To ensure the schemes are
overhead-aware and provide extensive error
coverage, we implement them on a Xilinx
Kintex Ultrascale+ FPGA, specifically the
xcku5p-ffvd900-1-i device.

. PRELIMINARIES

There are five popular PQC algorithm classes:
code-based, hash-based, isogeny-based, lattice-
based, and multivariate-quadratic- equation-based
cryptosystems [15]. Code-based cryptography
differs from others in that its security relies on
the hardness of decoding in a linear error-
correcting code. Hash-based cryptography creates
signature algorithms based on the security of a
selected cryptographic hash function. The security
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of isogeny-based cryptography is based on the
hard problem to find an isogeny between two given
supersingu- lar elliptic curves. Lattice-based
cryptography is capable of creating a public-key
cryptosystem based on lattices. Lastly, the security
of multivariate-quadratic-equation-based
cryptography depends on the difficulty of solving a
system of multivariate polynomials over a finite
field. Such cryptographic schemes use large field
sizes to provide theneeded security levels.

Luov is a multivariate public key cryptosystem
and an adaptation of the unbalanced oil and
vinegar (UOV) signature scheme, but there isa
restriction on the coefficients of the public key.
Instead, the scheme uses two finite fields: one is
the binary field of two elements, whereasthe other
is its extension of degree m. F2 is the binary field
and F2m

is its extension of degree m. The ceptral map F: F'm
— FOm isa

quadratic map, where 0 and v satisfy n =0 +v, oi, j ki
pik and yk
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Fig. 1. Finite-field multiplier with the proposed error-detection schemes based on CRC.
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Luov algorithm. Thus, we derive and apply CRC
signatures [17] to

are in the form fk(x) =i=1"
j=i

ai, jkXi Xj +
BikXi +7k.

n

the finite-field multipliers used in Luov algorithm.

This would be a

These finite-field multiplications are very complex
and require large-area footprint. Therefore, it is a
complex task to implement such architectures resilient
to natural and malicious faults. The aim of this work is
to provide countermeasures against natural faults and
fault injections for the finite-field multipliers used in
cryptosystems such as the Luov algorithm as a case
study, noting that the proposed error-detection
schemes can be adapted to other applications and
cryptographic algorithms whose building blocks need
finite-field multiplications. Readers who are interested
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in knowing more details about the Luov’s
cryptographic algorithm are encouraged to refer to
[12].

. PROPOSED FAULT-DETECTION
ARCHITECTURES

The multiplication of any two elements A and B of
GF(2M ), following the approach in [16], can (hé=
presented as A B mod f x

ML bi - ((4alymod £ (x)) =izo™ 1 bj - X(), where
fhe set of

step forward toward detecting natural and

UGC Care Group | Journal
Vol-12 Issue-01 June 2023

pass-thru module multiplies a GF(2M ) element by a
GF(2) element. One finite-field multiplication uses a
total of m 1 sum modules, m 1 a modules, and m
pass-thru modules to get the output. Fault injection can
occur in any of these modules, and formulations for
parity signatures in GF(2M) are derived in [16]. Parity
signatures provide an error flag (EF) on each module.
The major drawback of parity signatures is that their
error coverage is approximately 50%, that is, if the
number of faults is even, the approach would not be
able to detect the faults. This highly predictable
countermeasure can be circumvented by intelligent
fault injection.

In this work, our aim is the derivation of error-

malicious intelligent faults, especially and as
discussed in this brief, considering both primitive
and standardized CRCs with different fault
multiplicity coverage. CRC was first proposed in
1961 and it is based on the theory of cyclic error-
correcting codes. To implement CRC, a generator
polynomial g(x) is required. The message becomes
as the dividend, the quotient is discarded, and the
remainder produces the result. In CRC, a fixed
number of check bits are appended to the data

detection schemes that provide a broader and higher
error coverage than parity signatures and explore the
application of such schemes to the parity signatures
described in [16]. For the sum module in CRC-1, px
is equal to the sum of the parity bits of the input
elements Aand B in GF(2M), px = pA + pB.
Furthermore, for the pass-thru module in CRC-1, px
b pA , where b is an element in GF(2). For any other

CRC-n scheme, instead of summing all the bits, it
and these check bits are inspected when the checks n bits at a time in the sum and pass-thru
output is received to detect any errors. modules. For the a module,

The entire finite-field multiplier with our error- we have
detection schemes is shown in Fig. 1, where
actual CRC (ACRC) and predicted CRC AX) - x =am—1 - XM +am-2 - xM 1 +. .. 430 - x
(PCRC) stand for ACRC signatures and PCRC (
signatures, respectively. In Fig. 1, only one EF is 1)
shown for clarity; however, for CRC-5, which is
the case study proposed in this brief, 5 EFs are
computed on each module. In Fig. 2, the « module
is shown more in-depth to clarify how the
proposed CRC signatures work in each finite-field
multiplier.

for which a set of derivations is needed to
implement CRC-n intoit. In Table I, the generator
polynomials used to derive the CRC-5 signatures
are shown. The generator polynomial go(x) is

coefficients, f (x) is the field polynomia, X(1) ¢ x{i-1)
mod f (x), and X(O) A. To perform finite-field
multiplication, three different modules are needed:

sum, o, and pass-thru modules. The sum module adds
two elements in GF(2M ) using m two-input XOR gates,

the « module multiplies an element_of GF(2M ) by «
and then reduces the result modulo f (x), and lastly, the

one of the standards used for radio frequency
identification [18]. The other three generator
polynomials g1(x), g2(x), and g3(x) are primitive
polynomials. The benefit of using a primitive
polynomial as thegenerator that the resulting code
has full total block length, which means that all
1-bit errors within that block length have
separate
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TABLE |

STANDARDIZED (STAND.) AND PRIMITIVE (PRIM.) GENERATOR POLYNOMIALS AND
THEIR CORRESPONDING CRC SIGNATURES

(T3 + 712 7 0 1 \('T;"]’IJ'I
=y Utilized | Topc Predicied CRU-D signatures F(vig + e \L“! \' TGS Signatys) S 5 + yg)a?
(215 + 012 + ayy + ag + as + ap + ag + og)z’ s a2 v Y 437+ 2t
gl = Heapa foy +ag tas ey +oag A ag ""‘""':;,‘ Fyia + v+ 2+ v+ ot e
s | Sran Flaan 4 arg a2 4 an 4 a b as 4 ag 4 oay je” (e + + 7y + 10+ Al il
- Skl . - - - - )
=1y +a1g + a1 + aw + ao + a7+ ag +ag (Ma + 74+ 73+ 7o 7 b e
+ u, +aa + a2 + a1 Fag + as + ag —aq) Fyia + Yia + g+ Y2 4+ 4+ 38 + 16 4 j;,l,r‘:
@4 a1z + aye +ay + as + ag n;,l"I =Yio Y+ Yz + M2 YT +=¥W -+ +
(z) — Ilu 1 a3 +a12 +ay g+ ay g+ H':]A"; "‘_."l-.“." Flyin + 512 + 11+ + 96 + 11 e
te2 a1 (ain + ay 1 Ilnl|v, @12 +ay ayn + ay -+ ag Hms a1 et s+ n )
@1 )x" + a1y +a)) +a0+asg +ay
fag b A (agn + arg + a1 @y T ag wy +ag)
Ma+Ma+Ma+n2z+Yo+%+ 76
) i +y5 + 9 w + 05 11+ 710 + 98 + 16 + 13)27
hzla) = }c®
O S Hlvia 4 Yo+ Yo 4+ 7+ ._6 T2 he® 4+ (Mg
b i, Y12 + Yo + Y8 + 5 M)+ (Vs Y14
+y1a + Y+ o+ 97+ %6+ s + o)
ey = (Ms+Ma+Mas+n2+vm+3+ ¥+ )
IR RFI at (s F v+ s+ + s+ )2 + (via
44 FY12 + Y11+ Y7+ Y6 + 15 + y2)z®
sttt a3t o+l
Hs+tna+na+n2+w+ v+ + )

remainders. Moreover, since the remainder is a linear function of theblock, all 2-bit errors within that block length can
be identified.

TABLE 11

OVERHEADS OF THE PROPOSED ERROR-DETECTION SCHEMES FOR THE FINITE-
FIELD MULTIPLIERS USED IN THE LUOV ALGORITHM DURING THE
POLYNOMIAL GENERATION ON XILINX FPGA FAMILY KINTEX ULTRASCALE+ FOR
DEVICE XCKU5P-FFVD900-1-I
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Fig. 2. Proposed error-detection constructions for o module.

with its respective one to produce five EFs, which
are represented as E F1-E F5. As amp example, to
obtgin E F1, )il (orals+al3 +pal2 +al0 +a9 + &g
+ a6 + a4 for go(x)) is XORed with x1 (or y14 713
y11 710 9 y7 y5 0 for go(x)), which are
calculated in (4) and (6), respectively. In our example,
we use CRC-5, so the outputs are split into five
categories. However, if CRC-n is used instead, the
actual and anticipated outputs would be split into n
categories, and there will be n EFs. The CRC
signatures of the several basic polynomials are shown
in Table I. We point out that the dependability needs
and the overhead allowed for leeway may inform the
selection of the used CRC. In other words, the size of
CRC may be increased for applications where speed is
paramount (and power consumption is not, as they are
plugged in), such as gaming consoles. However, lower
CRC is recommended for firmly embedded systems,
such as implantable and wearable medical devices.

IV. ERROR COVERAGE AND FPGA
IMPLEMENTATIONS

Finite-field multiplication is a costly operation and
requires large footprint. We implement Luov
polynomial generation to show that the proposed error-
detection schemes provide high error coverage with
acceptable overhead. Such implementation produces
a polynomial
p(x) = am 1xM3--+a1 % a0, which requires m 1
finite-field
multiplications and m 1 XOR operations. As pointed
out before, each finite-field multiplication uses three
different modules called @, sum, and pass — thru

UGC Care Group | Journal
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modules. A total of m — 1 a« modules, m — 1 sum
modules, and m pass — thru modules are needed to
perform each finite-field multiplication. Moreover, a
total of m —1 sum modules are needed to perform an
XOR operation. For each architecture, the error

coverage is calculated as 100 (1 (1/2)S19N)%, where
sign denotes the number of signatures.

Luov uses the finite-field GF@lG), or m 16.
Implementing its polynomials in+the +form+ of

p(x) a15x1d
a
1x a0
requires 14 finite-field multiplications and 15
XOR  operations. Since each finite-field
multiplication uses m — 1 a modules, m — 1 sum
modules, and m pass—thru, modules, +14><15 o
modules, 14x15 sum modules, and 14 x 16 pass —
thru modules are needed. Moreover, a total of
t4multiplications (15« 15sum  16pass-thru)
15XOR or 659 signatures are implemented. The
error coverage percentage for the generation of
Luov’s polynomial using the finite-field GF(216)
is 100 (1 (1/2)699)%. In Table II, we
present the overhead of our error-detection
architectures in terms of area-configurable logic
blocks (CLBs), delay, power consumption (at
the frequency
of 50 MHz), throughput, and efficiency for the
generation of pely- nomial px),twhere p(x) am
1xm=1 "a1x ao.
We utilize Xilinx FPGA family Kintex
Ultrascale for device xcku5p-ffvd900-1-i, using
Verilog as the hardware design entry and Vivado



as instrument used in actualizations. Adding CRC
signatures to the original design results in more
overhead in terms of space, latency, and power,
but reduced overhead in terms of throughput and
efficiency, as shown in Table Il. To get the area,
we read the CLBs from Vivado's place usage
report. CLBs are the primary resources for
creating general-purpose combinational and
sequential circuits. Using Vivado's Timing
Constraints Wizard, we establish a main clock
period constraint of 20 ns, which is equivalent to a
frequency of 50 MHz, and use this to calculate the
delay. We also detail the total on-chip power,
which is the power used by the FPGA itself and is
calculated by summing the static power of the
devices and the design power. You can calculate
throughput by dividing the total amount of output
bits by the delay, and you can calculate efficiency
by dividing throughput by the total available
space. From this data, we may conclude that
efficiency losses of no more than 19% vyield
overhead costs that are within acceptable ranges.
The error-detection architecture with the smallest
area overhead, using the primitive generator
polynomial g2(x), is 9.17%; however, the error-
detection implementation with the smallest delay
overhead, using the standardized generator
polynomial for CRC-5, g0(x), is 3.71%.

To the best of our knowledge, no earlier work
has been done on error-detection strategies for
Luov's finite-field multipliers. Let's look at some
examples to use as a basis for qualitative
comparison, ensuring that the costs spent are
reasonable. In their presentation of a signature-
based fault diagnostic for the cryptographic block
ciphers LED and HIGHT, Subramanian et al. [19]
found that the two ciphers had a total overhead of
21.9% in area and 31.9% in latency. In addition,
Mozaffari-Kermani et al. [6] have demonstrated
Pomaranch cipher defect diagnostics, with a total
overhead of 35.5% in both area and throughput.
The worst-case overhead for the methods
described in this summary, in terms of both area
and latency, is less than 32%. The worst case
scenario is in [7].

Applying NTT designs' error-detection systems
results in a 24% overhead. Applying fault-
detection architectures to stateless hash-based
signatures results in a worst-case area overhead of
more than 33% and a performance reduction of
more than 14%, as shown in [8] and [9]. These and

other related research in classical cryptography
demonstrate that the suggested error-detection
designs achieve an overhead that is within
acceptable ranges when compared to previous
efforts on fault detection. When compared to the
original designs' inability to identify and prevent
errors caused by either natural or intentional
causes, these reductions in performance are
tolerable.

v. CONCLUSION

Our work derives error-detection schemes for finite-
field multipliers used in postquantum cryptographic
algorithms like Luov, and the proposed error-detection
schemes are generalizable to other applications and
cryptographic algorithms whose building blocks
require finite-field multiplications. For the purpose of
verification, we  have conducted  software
implementations of the error-detection structures
described in this work, which are based on CRC-5
signatures. The complexity of both primitive and
standard generator polynomials for CRC-5 has been
investigated and compared. In order to attain great
error coverage with appropriate cost, we have
integrated the suggested error-detection technigques
into the original finite-field multipliers of Luov's
algorithm..
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